How To Set Up A Secure Home Network 
We'll walk you through the details of installing and securing a wired and Wi-Fi local-area network, which can connect four to eight people in a 600-square foot workspace.
By George Jones,  InformationWeek 
March 6, 2007 
URL: http://www.informationweek.com/story/showArticle.jhtml?articleID=197800315 
Courtesy SmallBizResource
This article will walk you through the fine details of conceiving, installing, and securing a wired and Wi-Fi local-area network. For the purposes of this project, we're envisioning a 600-square foot physical space for four to eight people, with two sets of desks in the front of the office, and two sets of desks in the back of the office. 

We'll call our fictional small business Ergo; it's an industrial design consulting firm. The goal here is to create a network that has multiple Ethernet outlets and ubiquitous WiFi access. It is worth noting that the principles and directions in this eight-step DIY will work regardless of what size/shape physical space your business is located. The only variables are cable length and the number of wired LAN ports you'll need. 

One final note: Enterprising proprietors who are building out a physical office for their small business at the same time they are establishing a network will be smart to mount the network cables beneath the drywall and over the ceiling. This will make for a clean-looking, wire-free office. In this case, you'll also need to purchase Ethernet wall sockets for easy access. 

Okay, enough with the chit-chat. Let's get started. 

Step 1: Identify Your Networking Needs
This is a very important step that you will ideally perform before purchasing the ingredients listed on the previous page. As noted above, the key considerations are: 

a. How many wired Ethernet ports, if any, will you need?

b.Where will these Ethernet ports need to be located? (In other words, where will the PCs and other equipment that will be plugged into these Ethernet ports be located?)

c.Where will the router and high-speed modems be located?

Answers to these questions will help you understand what types of equipment you need as well as how much cable you'll need. 

Step 2: Determine Where to Put Your Equipment
Before you begin any installation, commit to the location for each piece of equipment in your network. This is critical if you're going to run raw CAT-5 cable beneath dry wall or over a ceiling because you won't be able to change the cable lengths if something goes wrong. 

In the case of a moderate-sized space " such as the Ergo design consulting biz we've created " it will be helpful to sketch the locations of each node on your network. Here are the physical locations of Ergo's ports and other equipment: 

  Cable modem and wired/wireless router in the back of the office

  Two two-port Ethernet wall sockets downstairs " one socket in the back of the office and one socket in the front

Step 3: Gather Your Tools and Supplies
Here's a short list of the equipment you'll need. 

Cat 5 Ethernet Cable. One thousand feet will do, and it should only cost around $100. CAT 5 looks just like telephone wire, but it's thicker. If you're setting up a LAN with short runs to the various nodes (computers, printers, etc.), you won't need "raw" cables; just buy pre-crimped Ethernet cables. Alternatively, you can buy a kit that includes everything you'll need such as at CompUSA or Geeks.com.

Cat 5 cable connectors. You'll need several plastic cable connectors. They're extremely inexpensive, so make sure you buy enough to allow for some mistakes. 
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Crimping the Cat5 connector to the cable can be trickier than it looks.


Crimper. In order to cut, strip, and fasten the Cat 5 cable to the cable connectors, you'll need a crimper tool. Inexpensive versions can be found for between $20 to $40. 
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In order to cut, strip, and fasten the Cat 5 cable to the cable connectors, you'll need a crimper tool.


Cable/DSL modem. This device directs traffic between your ISP and your network. We're going to hook up a broadband router and/or switcher to spread high-bandwidth Internet access to everyone in your office. 

Wired/Wi-Fi router. Also known as a wireless access point, most wireless routers come with four wired Ethernet ports on the back. If you can get your hands on a 802.11n router, go for it " the lightning-fast intranetwork wireless transfer speeds of this next-gen Wi-Fi networking standard will be worth it. You'll have to wait until later this year 

Don't buy an 802.11b router. They're old and slow. Given the increasing reliance of small businesses on mobile computing and wireless (Wi-Fi) communication, you want to purchase the fastest router possible. This way you have the capacity to expand your intra-network bandwidth as your wireless usage increases. 

Also, if you already own an 802.11g router and want to use it — a frequent occurrence in home offices " you're fine. This standard is fast enough for just about everything except for transferring large files between systems. 

One router that has received high marks for range and speed is Netgear's WPNT834 RangeMax 240.

By the way, if you're new to working wirelessly, check out The Definitive Guide to Wireless Hotspots for an in-depth explanation of how to extend your wireless ways to public spaces such as cafs, airports, and hotels. 

Ethernet hub. This is optional, but if you need more than 4 Ethernet ports, a hub will allow you to connect extra computers to your network. Hubs commonly come in 4-, 8-, 16- and 24-port versions. Because this is such a basic device, you can feel comfortable that hubs made by the major networking manufacturers --Linksys, D-Link Systems Inc., 3Com Corp., Netgear Inc.-- will work great. 

Fasteners. These will allow you to mount the CAT 5 cables to the walls of your office. Just like the cable guy does. 

The Installation Begins 

Note: If you're not interested in running and crimping cables, and simply want to learn how to connect a router to various wired and/or wireless PCs as well as how to secure the network, skip to step 6.
Step 4: Run the Cables
In this step, we'll create the "cable runs" that will establish wired connections between the Ethernet ports on the ground floor and the router and cable modem upstairs. 

Run CAT-5 cable from the router and cable/DSL modem location to the area where each Ethernet port will be located. As you run the cable to these locations, make sure you temporarily affix the CAT-5 to the wall or floor so that you have a realistic idea of how much cable you'll need. Also: leave yourself five or ten extra feet at the end of the cable, just in case. 

Step 5: Crimp the Cables
Believe it or not, this is actually the hardest step of the entire process. Crimping ain't easy! (Sorry, I couldn't resist.) 

Anyway, crimping a CAT-5 cable works in the exact same manner as crimping a telephone cable (RJ-45). Here's how it works: 

1. Strip off about one inch of the cable jacket from the end of the cable. This will expose 4 pairs of wires. 

2. Un-twist each pair of wires, and straighten each one out. 

3. Place the wires in the order of the diagram. Group the wires as close together as possible so that they are touching. 
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Router your cables to achieve a clean, well-laid-out installation.


4. Recheck the wiring sequence " you don't want to get this wrong. 6. Holding the exposed group of wires together tightly, cut a little more than a half-inch off the end. Make sure this cut is straight " this way when they're inserted into the plastic connector, they'll make direct contact. 

7. Now insert the wires into the connector. Put some pressure on them to make sure they go all the way in. 

8. Place the connector into the crimper and squeeze it really hard. 

9. If any wiring remains exposed, use electrical tape to cover it up. 

You'll need to repeat these steps for every end of the CAT-5 cable runs you've created. 

Connecting and Securing the Network 

Step 6: Connect all the cables together
Okay, in this step, all your hard work is going to come together as you connect all the cables in your newly assembled network. While connecting these components together, it's best to leave all power cables unplugged. This way, there won't be any confusion between the DSL modem, your router, and your PCs. 

1. Connect the cable/DSL outlet to the cable/DSL modem. 

2. Connect the cable/DSL modem to the back of the router. The appropriate port for this connection should read something like "cable modem" or "DSL modem." 3. Connect any PCs that will be using wired Ethernet ports to the router via the Ethernet cables you just laid and crimped. Note: You can plug into any of the four network ports you'd like; there's no need to plug in your PCs in any particular order. 

4. Optional: If you're using a network hub (or network switch), connect it to the router via an Ethernet cable. 

5. Now connect the power, first to the modem, then to the router. Wait for the diagnostics to finish on the modem before you turn on the router. 

6. Now turn on a PC that's connected to the router. 

Step 7: Test Your Network Connection With any luck, when you boot up your PC, your system will be automatically connected to the Internet. If this is your first time using the PC with your cable/DSL modem, you may have to install and run some setup software to enable Internet access. 

At this point, it's a good idea to move your PC to each of the wired Ethernet outlets in your office in order to make sure the CAT-5 cables were properly crimped and are in good working order. 

Step 8: Set Up Your Router Chances are that your router will work immediately with any PCs that use the Ethernet cables to connect to it. However, it's a good idea to use the supplied software to initialize the router's wireless functions. 

Step 9: Securing Your Network This is the most important step of all. Completing all of these tasks will maximize your network's wired and wireless safety. To adjust the settings of your router, you'll have to access your router via a Web browser. Check the manual that came with your router to find the exact URL to accomplish this. 

In general, these are the security settings you should make and/or adjust.

1. Change the SSID of your router. Use a name that's innocuous and doesn't refer to your business. 2. Disable your wireless router's "SSID Broadcast setting." This will prevent random snoopers from seeing or detecting your Wi-Fi network through ordinary means. 3. Set up either 128-bit WEP encryption of Windows' WPA encryption. This is a fairly easy process that varies depending on your router's software. 4. Enable the firewall on your wireless router (if you have one). 
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Setting up your router properties is the final, and perhaps most important, step in the process. (Click to enlarge.)


One final step you can take to prevent random access to your network via wired or wireless systems is to change the workgroup name for any PCs in your small business. To do this, go to CONTROL PANEL > SYSTEM PROPERTIES > COMPUTER NAME. Click the "Change" button and type in a new workgroup name. All the PCs on your network that have this name will be able to see each other. 

Congratulations! You are now networked! 
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